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TCP/IP Sockets

This handout describes the basics of using BSD Unix "socket" interface for making
TCP/IP connections. BSD Unix and C are the historical starting point for a sockets, so
although sockets work on many different platforms, they following the naming and
operations started with BSD Unix.

Sockets were designed to add networking functionality with a coding style where reading
and writing with sockets resembles reading and writing with files. Creating and
connecting a socket is alittle awkward, but once it is connected, it operates much like a
regular file for reading and writing.

Sockets are very general — the same interface support connections of many different
types— TCP/IPisjust one of the channels which sockets can use. The generality is nice,
but it complicates the API's somewhat as you will see.

The headers for the socket functions are in the following header filesin /usr/include/ and
each function typically has a description in the man pages.

#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>
#i ncl ude <netinet/in.h>
#i ncl ude <netdb. h>

Generic Socket Address
/1 The generic socket address structure used by all socket types.
/1 This tenplate nmust be able to hold any sort of address which
/1l sockets can connect to -- not just |P addresses.
/1 <sys/socket. h>

struct sockaddr {
u_short sa famly; /1 AF_INET neans an |Internet address

/1 bytes which depend on how this fam |y does addressing
/1 (some use nore than 14 bytes anyway, so this struct is
/1 just an overlay really)

char sa_dat a[ 14];



Internet Socket Address

/1 The specialized formof above for |P addresses..
/1 <netinet/in.h>

/! The 4-byte I P addr (a structure for historical reasons)
/1 Stored big-endian.
struct in_addr {
u_long s_addr;
b

/1 Conbines the IP addr and port #
struct sockaddr _in {
u_short sa famly; /1 newer inplenmentations divide this into
/1 length and fanmily characters

u_short sin_port;
struct in_addr si n_addr;
char sin_zero[ 8];
1
GetHostByName()

struct hostent* gethostbynanme(const char*);

Takes astring form domain (DNS) name like "cse.stanford.edu” and attemptsto find that
host's | P address. This may take alittle time since it will likely require contacting one or
more remote name servers. Thest ruct host ent contains assorted information about
the host including alias names and multiple IP addresses. In particular theh_addr field
will bethefirst IP address for the host stored in a big-endian format and the field

h_I engt h will beits sizein bytes. On alittle-endian machine, the address may look
wrong if you print it as asingle number, but it isin the correct (standard) form to passto
other socket calls.

The old (SunOS) man page for gethostbyname() was terrible — it failed to address the
guestions which bug-wary programmers always worry about: who allocates the memory
and who owns it when? The Solaris version of the man page is much better. It defines
that the system owns the struct, and that the next call to gethostbyname() will probably
re-useit, so the caller should copy the information out.

GetServByName()

struct servent* getservbynane(const char* service,
const char* protocol);

This function takes aname for a service like "finger" or "whois', and the protocol string
"tcp" or "udp" and returnsast r uct ser vent which containsinformation about the
name, port, and protocol for that pair. The one thing you tend care about is the port
number inthefields_por t . Asbefore, the number isalready big-endian. Thiscall is
probably consulting some local database to determine which port is being used for which
service. On Unix, the database isin the file /etc/services, and it looks something like....



el ai nel0: /usr/include/ sys> nore /etc/services
## @#)services 1.12 (Stanford)
# mai nt ai ned by denni s@ essi ca. stanford. edu

# Do not edit this file directly, as it will be overwitten by bundle.
# See rfcl700 for the official list of assigned services
#

# Network services, Internet style

t cprux 1/tcp

echo 7/ udp

echo 7/tcp

di scard 9/ udp si nk nul

di scard 9/tcp si nk nul

syst at 11/tcp users

syst at 11/ udp users

dayti nme 13/ udp

dayti me 13/tcp

net st at 15/tcp

got d 17/tcp guot e

gotd 17/ udp guot e

char gen 19/tcp ttytst source
char gen 19/ udp ttytst source
ftp-data 20/ tcp

ftp 21/ tcp

t el net 23/tcp

sntp 25/tcp mai |

Thisisnot so important for services, like finger, which have well defined port numbers
defined in their RFC. This does matter if you are programming a new service, and you
want the sysadmins of the machines you are running on to be able to control the port
number which your service uses. That's the theory anyway— in reality, new services just
pick aport number and specify that that's what everyone use in the RFC, so the whole
"looking up what port number to use" abstraction has turned out to not be very important.

Thereisarelated function get pr ot obynane(const char* protocol ) which
can maps protocol names to a protocol enumeration— unlikely to ever be necessary for
TCP/IP based sockets. This call and the one above are probably more interesting for non-
TCP/IP uses of sockets where there is more variation in service, protocol, and port.

Socket()
int socket(int famly, int type, int protocol);

efamly use PF_INET (protocol family Internet) for a TCP/IP type
socket. The same socket() function is capable of creating file sockets, etc.
if you passit different family constants.

type For a TCP/IP socket there are two choices— use SOCK_STREAM
for a connection oriented service (TCP), or SOCK_DGRAM for a
connectionless datagram service (UDP).

* protocol Pass 0 to get the default which for TCP/IP isfine. For some
other use of sockets, you might want to pass whatever getprotobyname()
returned.



Allocates a new socket and returnsits integer descriptor (like afile descriptor). Returns -1
on error and sets the global er r no to an explanatory error code. A newly created socket
isnot yet pointing to any particular remote address.

Connect()
int connect(int socket, struct sockaddr*, int addrSize);

Connect a socket to a remote address. Returns O on success, -1 otherwise and sets

er r no. For TCP/IP communications, the second argument can be the address of a
(struct sockaddr _i n) filled in with the address of the remote machine, and the
sizeshould besi zeof (struct sockaddr _i n).Thevauestofill inthest ruct
sockaddr _i n comefrom callsto gethostbyname() and getservbyname(). At the time of
the connection, the system will assign this end of the socket atemporary IP address and
port number for the lifetime of the connection.

The core code to make a connection is...

struct servent *servicelnfo;
struct hostent *host | nfo;
struct sockaddr _in inet Addr

i nt sock

/111 Zero out the whol e inet Addr
menset (& net Addr, '\0', sizeof(inetAddr));

i netAddr.sin_famly = AF_I| NET; /1 "address famly internet”

/111 Lookup the port# for this server and put it in inetAddr
servi celnfo = getservbynanme("finger", "tcp");
i net Addr. si n_port = servicel nfo->s_port;

/111 DNS | ookup to get IP addr, and put it into inetAddr
host I nfo = get host bynanme(" bi nky. wat samatta. edu");
nmencpy( & net Addr . si n_addr, hostlnfo->h_addr, hostlnfo->h_|ength);

/11l Create our socket
sock = socket (PF_I NET, SOCK STREAM 0); /1 or use SOCK DGRAM for UDP
/1 PF_INET = protocol fanily inet

/11l Attenpt to connect using our conputed |IP addr and port #
connect (sock, & netAddr, sizeof (inetAddr));

The above code does no error checking at all which is quite unrealistic. Internet software
runs into error cases all the time: bad host name, connection refused...Also, rather than
hardwring the host name and other values, this code should probably be hidden away in a
general connection creating utility function which takes the hostname and port# (or
service name) as parameters and returns the connected socket or an error code.



Write()
int wite(int sock, char* buff, int buffLen);

Send some bytes out over a connected socket. May block in some cases, but often will
return immediatly having enqueued the write request to be processed asynchronously by
the system. The bytes are not necessarily sent immediately. Returns the number of bytes
written, or on error returns -1 and setser r no. In some cases, write() may not send all of
the data, the number returned will be less than buffLen, and and the client is supposed to
write() again to send the rest of the data. This interface seemsalittle lame — it would be
nice if there were a variation where the write() would just block until it had really written
the bytes or errored out. The rule for API design is: "make easy things easy, make hard
things possible.” Write() violates the "easy things easy" part since even the smplest
application of write() technically should have this retry-loop around every write().
Anyway, because the provided interface irritates me, you are free to never bother with the
retry-loop. If write() returns less than buffLen, you may treat it as an error.

For a SOCK_DGRAM (UDP) connection, each call to write() sends all the data as one
message.

Read()
int read(int sock, char* buff, int buffLen);

Read bytes from a socket into the given buffer. Returns the number of bytes read, or
returns -1 and setser r no on error. The bytesin the buffer are not C-String null
terminated; that's why it returns the int number of bytes. A return of O is an effective
EOF— there are no more bytes. Read() will not necessarily fill the entire buffer every
timeitiscalled. Typically, many successive callsto read() will be required to get all the
bytes, either because they will not al fit in the given buffer, or because not all the bytes
have arrived the first time read() is called.

For a SOCK_DGRAM (UDP) connection, each call to read will return one entire
message, assuming the client has provided a sufficiently large buffer.

Shutdown()
i nt shutdown(int sock, int direction);

A socket has both reading and writing ends. Shutdown() allows you to close one end
while leaving the other end open. Direction = 0 closes the reading end, 1 closes down the
writing end, and 2 closes down both. Typically, you want to close the writing end when
done writing, but leave the reading end open to receive the last bytes from the remote
host. Closing the writing end will cause the remote host to get a 0 eventually when they
call read()— it's like sending and EOF. | you think about it, the system cannot know you
are not going to call write() any more until you explicitly indicate so. Some
implementations (e.g. finger) get confused if you shutdown just your writing end — they
think mistakenly think you are killing the whole dialog, where you really just meant that
you weren't going to write any more.

For a SOCK_DGRAM (UDP) connection, Shutdown() and Close() just mark the local
data, they do not communicate to the remote end. Y ou will need to have your own
scheme to communicate the status of the dialog to the remote end.



Close()
voi d cl ose(int sock);

Terminates communcation properly and removes the socket. If the socket descriptor is
shared (because of acall to fork()), this just decrements the reference count and only
really closes the socket when the count reaches O.

Read/Write C String Code
Hereis some typical reading and writing code which use C strings...

/1 Wite a Cstring to a socket
void WiteString(int sock, const char* string) {
int err;
int len = strlen(string);
err = wite(sock, string, len);
if (err <len) ErrorQut("Wite error", errno);

}

/1 Do a single read() on a socket and put

/1 the result as a C string into the buffer

/1 Returns the nunber of chars read.

int ReadString(int sock, char* buff, int buffSize) {

int err;
err = read(sock, buff, buffSize-1);
if (err == -1) ErrorQut("Read error", errno);

buff[err] = '\0";
return(err);

}

Other Socket Calls

Sockets can be set to have different blocking behaviors. For example, a non-blocking
read() will always return immediately, but areturn of 0 no longer means EOF. In that
case 0 just means there were no more bytes at that moment. Testing for the real EOF
needs to be done separately. See the fentl() function to blocking/non-blocking on a
socket— we will use the default blocking sockets. To be on the "listening end" — waiting
on agiven port number for incoming connections, see the functions accept() and listen().

Perl Socket Code
The Perl socket calls parallel the C versions. Here's what the socket interfaces ook likein
Perl. Each of the socket functions returns false for error conditions.

#! [ usr/ bin/ perl
use Socket;

$port = 80; # or could call: getservbynane("http", "tcp");

$i paddr = inet_aton($hostnane); # |ike gethost bynane()

$sockaddr = sockaddr_in($port , $ipaddr); # form a socket addr
socket (SOCK, PF_| NET, SOCK STREAM 0); # allocate the socket SOCK
## "SOCK" is an inherently global variable in Perl

## but it can be passed as with ILine() bel ow

connect (SOCK, $sockaddr); # attenpt to connect the socket



## this incantation sets SOCK to be unbuffered which is what we need
ny $tenp = sel ect (SOCK) ;

$| = 1

sel ect ($tenp) ;

Writing is simple — just use print. Reading lines of text is actually somewhat
complicated becuase of the interaction between the various end of line conventions and
Perl's <file> line reading operator. So we provide the short ILing() function which reads a
single "Internet" text line for you...

print SOCK "hello there\r\nl'mwiting over a socket\r\n";

$line = ILine(SOCK); # Call ILine() toread an Internet line

# G ven a socket, read and return a single text |line
# with the ECQLN conventions converted so that the |ine
# ends with a single "\n'. Returns fal se on EOF
sub ILine {
ny ($sock) = @;
my($line);
$line = <$sock>; ## read a single text line
## check if there's nothing (EOF case)
if (!defined($line)) { return $line; }

$line =~ s/[\r\n]//g; ## delete all the \r \n's
return $line . "\n"; ## return sonething with exactly one '\n'



